N V. Ulastirma ve Lojistik Ulusal Kongresi

01-02 Ekim, 2021, Bartin
http://www.ulk.ist/

Aynt Kapasiteli Akis Aglarinda Lokal Korumali Ag Kirilma Problemi

Gokhan Karakose

Dr. Ogr. Uyesi, Bartin
Universitesi Endiistri
Miihendisligi
gkarakose@bartin.edu.tr

Ozet

Ulasim aglar1 toplumun refah seviyesine katki sagladigi, tibbi
bakim gibi insanlarin kritik ihtiyaglarin karsilanmasina olanak
sagladig1 icin ¢ok dnemlidir. Bu aglar deprem gibi rassal yikimlar
veya terdrizm gibi kasith saldirilara karsi korunmasiz
olabilmektedir.  Genellikle  elimizdeki  kaynaklar  kisith
oldugundan (biitce, insan kaynaklar1 gibi), ulasim aglarmin
korunmasi ve restorasyon islemleri icin kaynaklarin optimal
kullanimi énemlidir.

Fakat, sadece savunucular degil saldirganlarda agin kritik
bilesenlerini tespit etmekle ilgilenirler. Burada, saldirganlar agin
performansini diisiirmek isterken, savunucular ag kirilma olay1
durumunda ag performansini korumay: amaglar. Oyun teorisi
perspektifinde, biz her biri kendi sinurli kaynaklarimi kullanarak
kendi amacini optimize etmek isteyen hem saldirgan1 hem de
savunucuyu ayni anda modelliyoruz. Bu ¢alismada, problemi tig
oyunculu bir oyun olarak goriiyoruz. I¢ problemde, bir ag
yOneticisi, kapasite kisitlamasi nedeniyle kayip akis olusmamasi
icin ayrit kapasiteli agdaki akislar1 yonlendirmek ister. Orta
diizeyde bir saldirgan, bir dizi diigtimii kirarak agdaki en zararh
olay1 olugturmak igin sinirli kaynaklarini en iyi sekilde kullanmay1
amaglar. Ust seviyede, sinirsiz kaynaklarini her zaman saldiriya
ugramis yerlerin mahallelerine (yani, saldirtya ugramis
diigtimlerin bitisik diiglimlerine) yerlestiren bir savunucu vardir.

Saldirganin, savunucunun yerel koruma gergeklestirmesine
dayanarak saldir1 planini diizenledigi gz oniine alindiginda, bu
calisma, ayrit kapasiteli akis aglarinda yerel korumali ag kirilma
problemi olan yeni bir problemi incelemektedir. Bu problemde,
saldirgan, savunucunun saldirtya ugrayan digiimlerin
komsgularmi koruyarak yerel alana miiteakip saldiriyr ortadan
kaldirmak amaciyla derhal harekete gectiini varsayarak, ayrit
kapasiteli bir akis aginda en yiiksek kayip akisini olusturmak igin
p kadar diiglimii kirmay1 amaglamaktadir. Sorunu ¢6zmek igin
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baslangicta tek seviyeli bir optimizasyon modeli gelistirilmistir ve
daha sonra yeni bir formiilasyon tamitilmistir. Hesaplama testleri,
yeni formiilasyonun, ilk formiilasyona kiyasla en uygun ¢oziimii
elde etmek icin gereken ¢oziim siiresini onemli 6l¢lide azalttiginm
gostermistir.
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The Network Interdiction Problem With Local Protection On Arc-
Capacitated Flow Networks

Abstract

Transportation networks are crucial as they support the well-being
of society and enable people to meet their critical needs, such as
medical care. Such networks can be vulnerable to random
disruptions such as earthquake or intentional disruptions such as
terrorism. In general, since the resources at hand are limited (e.g.,
budget, human resources), it is important to optimally utilize the
resources for the protection and restoration processes of the
transportation networks.

However, not only defenders but also attackers are interested in
detecting the critical components of the network. Here, the
attackers wish to degrade the performance of the network whereas
the defenders aim at preserving the network performance in the
event of the network disruption. In game theoretic perspective, we
simultaneously model both the attacker and the defender, each
wishes to optimize his own objective function by use of his
own limited resources. In this work, we consider problem as a
game, with three players. In the inner problem, a network manager
wants to direct flows on arc-capacitated network so that there is no
lost flow occurred due to the capacity restriction. In the middle
level, an attacker aims to optimally use his limited resources to
post the most damaging event on the network by interdicting a set
of nodes. In the upper level, there is a defender who always locates
his unlimited resources to the neighborhoods of the attacked
places (i.e., the adjacent nodes of the attacked nodes).

Given that the attacker arranges his interdiction plan based on the
fact that the defender performs a local protection, this work studies
a novel problem, the network interdiction problem with local
protection on arc-capacitated flow networks. In this problem, the
interdictor aims to interdict p number of nodes to pose the highest
lost flow on an arc-capacitated flow network while assuming the
defender immediately acts for the purpose of eliminating
subsequent attack on the local area by protecting the neighbors of
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the attacked nodes. To solve the problem, one-level optimization
model is initially developed, and later a reformulation is
introduced. Computational tests showed that the reformulation
significantly decreases the solution time needed to obtain the
optimal solution compared to the first formulation.
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