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Tedbirler

Mahmut Mollaoglu

Ars. Gor., Zonguldak Biilent
Ecevit Universitesi

mahmut.mollaoglu@beun.edu.tr
Muhammet Giil

Dog. Dr., Istanbul Universitesi

muhammetgul@istanbul.edu.tr

Anahtar Kelimeler:

Ozet

Siber giivenlik, dijitallesmenin de artmasiyla birlikte son yillarda
ortaya ¢ikan en 6nemli kavramlardan birisi olmustur. Siber ataklar
bir¢ok farkli sektorde ciddi kayiplara yol agabilmektedir. Bu
ataklardan etkilenen sektorlerden bir tanesi de denizcilik
sektortidiir. Literatiirde denizcilik sektoriine ait bilesenlerin siber
ataklara karsi savunmasiz olabildikleri vurgulanmaktadir. Bu
calismanin amaci, siber ataklar konusunda denizcilik sektoriinde
farkindalik  olusturmak ve alinabilecek karsi tedbirleri
belirlemektir. Bu dogrultuda, denizcilik sektoriinde ortaya ¢ikan
siber ataklarla ilgili kisa bir literatiir taramas1 gerceklestirilmis ve
bu ataklarin yol actifi kayiplar derinlemesine incelenmistir.
incelenen c¢alismalarin  sonuglari, denizcilik sektoriindeki
eksikliklerin neler oldugunu gostermesi ve alinmasi gereken
kontrol 6nlemlerinin belirlenmesi agisindan faydali bulunmustur.
Sonrasinda gelecek ¢alismalar igin tavsiyeler verilmistir.
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Effects of Cyber-Attacks on the Maritime industry: A Brief Literature Review and

Countermeasures

Abstract

Cyber security has become one of the most important concepts
that have emerged in recent years along with the increase in
digitalization. Cyber-attacks can cause serious losses in many
different sectors. One of the sectors that affected by these attacks
is the maritime sector. In the literature, it is emphasized that
components of the maritime sector can be vulnerable to cyber-
attacks. The aim of this study is to raise awareness in the maritime
sector about cyber-attacks and to identify countermeasures that
can be taken. In this direction, a short literature review about
cyber-attacks in the maritime sector was carried out and the losses
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caused by these attacks were deeply investigated. The results of
the studies that examined were found useful in terms of showing
the deficiencies in the maritime sector and determining the control
measures should be taken. Lastly, recommendations for future
studies were given.
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